Encrypting external hard disk with
TrueCrypt.
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1. Creating the container file
Follow the following steps toreate anTrueCryptcontainer file

1. Open TrueCrypt (se®ll).
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2. Click orthe Volumesmenu and therCreate new VolumgseeS12).
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3. SelectCreate an encrypted file containeand clickNext (seeS13).

8 TrueCrypt Volume Creation Wizard

Eo&X
TrueCrypt Volume Creation Wizard

* Create an encrypted file container|

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.

More inf "
" Encrypt a non-system partition/drive
Encrypts a non-system partition on any internal or external
drive (e.q. a flash drive). Optionally, creates a hidden volume.
" Encrypt the system partition or entire system drive

Encrypts the partitionfdrive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system.

More information about system encryption

Hep | sk [ mext> | cancel

4. SelectStandard TrueCrypt volumand clickNext (seeS14).

eCrypt Volume Creation Wizard

Volume Type

@+ standard TrueCrypt volume
Select this option if you want to create a normal TrueCrypt
volume.

" Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your

More k ForTha iy abouk Hicder: ves
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5. Select move to the external hard drive and write the name that you want to use for the
encrypted file containerand clickNext (seeS15.1 andS15.2).
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B TrueCrypt Volume Creation Wizard

Volume Location

| ExAsecrive ~|  SelectFile...

[V Never save history

A TrueCrypt volume can reside in a file (called TrueCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. &
TrueCrypt container is just like any normal file (it can be, for
example, moved, copied and deleted as any normal file). Click
‘Select File' to choose a filename for the container and to select the
location where you wish the container to be created.

WARNING: If you select an existing file, TrueCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
TrueCrypt container, You will be able to encrypt existing files (later
on) by moving them to the TrueCrypt container that you are about
to create now.
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6.

B TrueCrypt Volume Creation Wizard

In this window you will be asked to choose an encryptjost chase the ones on the picturand
clickNext (seeS16).

Encryption Options
Encryption Algorithm
- Test |

FIPS-approved cipher (Rijndael, published in 1998) that may be
used by U.S. government departments and agencies to protect
classified information up to the Top Secret level. 256-bit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XTS.

e infl ion on Al Benchmark
Hash Algorithm
RIPEMD-160 v | Information on hash algorithms

Help | < Back | Next > I Cancel
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B TrueCrypt Volume Creation Wizard E] =i

Volume Size

1800 " KB « mMB  GB

Free space on drive F:\ is 1.98 GB

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will
specify its maximum possible size.

Note that the minimum possible size of a FAT volume is 275 KB.
The minimum possible size of an NTFS volume is 2829 KB.

Help | < Back I Next > Cancel

Now you will be asked to define the size of the encrypted fiks you can see in the pictugd7, |
have set mine to be almost the full size of my free space on the diie#.this is something that
82dz KF@S (2 GKAY]1l +o2dzi 6SOI dzas
200MB free after you have made the fil&low clickNext (see S17).
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8. Now type the password for the encryption, this is the password that you will have to type each
time you mount the encrypted file. It is recommended that this password is 20 digits long but |
recommend a minimum of 13 digits (s&&8).

B TrueCrypt Yolume Creation Wizard

Volume Password
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Confirm:

I Use keyfiles

I™ Display p d
1t is very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth, It should not be easy to
guess. A good password is a random combination of upper and lower
case letters, numbers, and special characters, suchas @ ~=$* +
etc, We recommend choosing a password consisting of more than 20
characters (the longer, the better). The maximum possible length is 64
characters.
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9. Now selecAT undefilesystem Default under Clusteand clickFormatand it will start
formatting the container file(seeS19.1 andS19.2).

B TrueCrypt Volume Creation Wizard

EEX
Volume Format
Options

Filesystem ~| Cluster [pefault | [ Dynamic

Random Pool: 76F5B297A23CCLOBEDFAD342BCASF085 ¥
Key:
Master Key:

Done Speed Left
IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
click Format to create the volume.
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lume Creation Wizard

Volume Format
Options
Filesystem| ; ;I ClusterI _| =

Random Pool: C248DACOF1C112AB6268CF79EAF393D0 ¥
Header Key: 9B473F2025139B4BABD4368C70BFB42C. . .
Master Key: EE23D4E1C907D5712D14D6A6CB17885E. . .

— st

Done | 35.548% Speed | 25.6 MB/s Left 45s

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
click Format to create the volume.
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10. When its done formatting click ok and then EgiteS110.1 andS110.2.

Volume Format
Options
Filesystem |27 | Cluster | | i

Random Pool: C248DACOF1C112AB6268CF79EAF393D0
2 A2 DA SD2C2270FAAF74A967. . .
PEAGCBL7885E. . .

>

TrueCrypt Yolume Creation Wizard

possible within this

his significantly

increases the cryptographic strength of the encryption keys. Then
click Format to create the volume.
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B TrueCrypt Yolume Creation Wizard

Volume Created

The TrueCrypt volume has been created and is ready for use. If you
wish to create another TrueCrypt volume, click Next. Otherwise, click

Exit.













